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The General Data Protection Regulation, formally “Regulation (EU) 2016/679 of the European Parliament and of the Council”, is the
European Union's principal law on the processing of personal data about living individuals. It sets the rules that organisations must
follow when they collect, use, store, share or delete information about people, and it gives those people enforceable rights over that
information. It is published in the Official Journal of the European Union, L 119, of 4 May 2016, and it is cited throughout this manu‐
al simply as "the GDPR".

This chapter explains what the GDPR is, where it came from, why it matters to organisations in India, and what this manual adds to
the official text. It is an orientation chapter. The detailed requirements, interpretation and testing procedures are in Part II, and the
practical implementation guidance is in Part III.

1.1 What the GDPR is
Article 1 sets out two objectives that sit side by side. The first is the protection of natural persons when their personal data is pro‐
cessed, which the Regulation frames as a fundamental right. The second is the free movement of personal data within the Union:
Article 1(3) states that the free flow of data between Member States must not be restricted or prohibited on data protection
grounds. The GDPR is therefore both a rights instrument and an internal-market instrument. An auditor who forgets either half will
misread the text.

The rights dimension is anchored in EU primary law. Recital 1 refers to Article 8(1) of the EU Charter of Fundamental Rights and
Article 16(1) TFEU, both of which recognise a right to the protection of personal data. This anchoring explains why the GDPR uses
the language of rights, risks to “rights and freedoms of natural persons”, proportionality and accountability, rather than the language
of a narrow technical or sectoral rulebook.

The GDPR is a regulation, not a directive. Under EU law a regulation is binding in its entirety and directly applicable in every
Member State without national transposition; the closing formula of the GDPR says exactly that. A directive, by contrast, sets ob‐
jectives that each Member State implements through its own legislation. The practical consequence is a single text that applies
across the Union, although, as Chapter 2 explains, the GDPR leaves a number of matters to Member State law and the national pic‐
ture is not entirely uniform.

The GDPR is also technology-neutral. Recital 15 indicates that protection should not depend on the techniques used, and Article
2(1) applies the Regulation to automated processing and to manual records that form part of, or are intended to form part of, a filing
system. A paper HR file in a structured cabinet can be within scope just as much as a cloud database.

1.2 History and timeline
The GDPR replaced Directive 95/46/EC, the Data Protection Directive of 24 October 1995. The Directive harmonised data protec‐
tion rules to a degree, but each Member State implemented it differently, and Recital 9 records that this fragmentation produced le‐
gal uncertainty and uneven protection. The Directive also predated cloud computing, social media, smartphones and large-scale
online tracking. Recitals 6 and 7 describe the pressure that rapid technological change and globalisation placed on the old frame‐
work and the need for a stronger, more coherent one.

The legislative milestones that can be read from the Regulation itself are set out in the table below. Earlier milestones (the
Commission's proposal and the political agreement) are well documented elsewhere but are not reproduced here.

Table 1-1. GDPR milestones as stated in the Official Journal text

Date Event Source in the text

12 March 2014 European Parliament first-reading position Footnote 3 to the citations

8 April 2016 Council position at first reading Footnote 3

14 April 2016 European Parliament position (second reading) Footnote 3

27 April 2016 Regulation adopted and signed at Brussels Title and signature block

4 May 2016 Published in the Official Journal, L 119 OJ header

24 May 2016 Entry into force: the twentieth day after publication Art. 99(1)

25 May 2018 Date of application; Directive 95/46/EC repealed from the same date Arts. 94(1), 99(2)

CHAP T ER  1

Introduction to the GDPR
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Date Event Source in the text

25 May 2020, then every four years Commission evaluation reports Art. 97(1)

The two-year gap between entry into force and application was a transition period. Recital 171 indicates that processing already
under way had to be brought into line within that period, and that consent obtained under the Directive did not need to be collected
again if it already met the GDPR's conditions. Commission decisions and supervisory authority authorisations adopted under the
Directive remain in force until amended, replaced or repealed, which matters for older adequacy decisions (Chapter 15).

Article 94(2) also provides that references to the Article 29 Working Party, the advisory group of national authorities under the
Directive, are to be read as references to the European Data Protection Board (EDPB). Some Working Party guidance was later en‐
dorsed by the EDPB; which documents were endorsed is a detail to check at the point of use.

A corrigendum to the GDPR was published in 2018. It corrects language errors but is not part of the source text used for this
edition; readers who rely on precise wording should check the corrected consolidated text on EUR-Lex.

1.3 What the GDPR changed
Compared with the Directive, the GDPR introduced or strengthened several features that shape every chapter of this manual:

Accountability. Article 5(2) makes the controller responsible for compliance with the principles and able to demonstrate it.
Compliance is not presumed; it must be evidenced. This is the reason an audit method is meaningful at all.
Extraterritorial reach. Article 3(2) applies the Regulation to controllers and processors outside the Union that offer goods or ser‐
vices to people in the Union or monitor their behaviour there. This is the main route by which Indian organisations without an EU
presence are drawn in (Chapter 3).
Direct processor obligations. Processors now carry their own duties, including records of processing (Art. 30(2)), security (Art.
32), breach notification to the controller (Art. 33(2)) and transfer rules (Chapter V), and they can be fined directly.
Risk-based tools. Data protection by design and by default (Art. 25), data protection impact assessments (Art. 35) and the des‐
ignation of data protection officers (Art. 37) require organisations to anticipate risk rather than react to it.
Breach notification. A general obligation to notify the supervisory authority, where feasible within 72 hours of becoming aware
of a personal data breach, unless it is unlikely to result in a risk (Art. 33), and to inform data subjects where the risk is high (Art.
34).
Stronger rights. New or expanded rights to erasure, portability and objection, and safeguards around solely automated deci‐
sion-making (Arts. 17, 20, 21, 22).
Consistency and cooperation. A one-stop-shop mechanism for cross-border processing and the EDPB as a Union body to se‐
cure consistent application (Chapters VI and VII).
Significant fines. Two tiers of administrative fines in Article 83, up to EUR 10 million or 2% of total worldwide annual turnover,
and up to EUR 20 million or 4%, whichever is higher in each case for undertakings.

1.4 Why the GDPR matters to Indian organisations
India has its own data protection law, the Digital Personal Data Protection Act, 2023 (the DPDP Act), with the Digital Personal Data
Protection Rules, 2025. The DPDP Act does not displace the GDPR for activities that fall within the GDPR's scope, and the GDPR
does not displace the DPDP Act for activities within India's. Many Indian organisations will need to satisfy both. The GDPR can
reach an Indian organisation in four common ways, each examined in Chapter 3 against the factual tests of Articles 2 and 3:

1. Serving people in the EU directly. An Indian SaaS company, e-commerce brand, travel platform, education provider or mobile
app that targets customers or users in the Union, for example through EU-language storefronts, euro pricing or EU delivery, may
fall within Article 3(2)(a). An organisation that tracks or profiles the online behaviour of people in the Union, for example through
behavioural advertising or analytics, may fall within Article 3(2)(b).

2. Processing on behalf of EU clients. India's IT services, BPO, KPO, payroll, software engineering and global capability centre
sectors process very large volumes of EU personal data as processors or sub-processors. The EU controller remains subject to
the GDPR and must flow down Article 28 terms and Chapter V transfer safeguards. Whether the Indian processor is itself directly
subject to the GDPR depends on the facts; in practice its contracts will impose GDPR-derived obligations either way.

3. Being part of an EU group. An Indian subsidiary, branch or captive centre of a group with EU establishments may process data
in the context of the activities of an EU establishment (Art. 3(1)), may act as a processor or joint controller for EU group compa‐
nies, and will usually be bound by intra-group transfer arrangements such as standard contractual clauses or binding corporate
rules.

4. Receiving data transferred from the EU. India does not, at the date of this edition, hold an EU adequacy decision under Article
45. Every transfer of personal data from the EU or EEA into India therefore needs another Chapter V route, typically standard
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A Requirement Reference

Regulation (EU) 2016/679 (General Data Protection Regulation), OJ L 119, 4.5.2016, Article 28 — Processor
Controller and processor · General obligations

Summaries are in Srida IT's own words; short quotations are marked. Only the Official Journal text is authentic.

Paragraph Applies to
What it requires (Srida IT
summary)

28(1) CONTROLLER A controller may hand processing
to a processor only if that proces‐
sor gives sufficient guarantees
that it will apply technical and or‐
ganisational measures good
enough for the processing to meet
the GDPR and protect data sub‐
jects' rights. The duty is one of se‐
lection and continuing reliance: the
controller must be able to show
why it trusted the processor.

28(2) PROCESSOR A processor may not bring in an‐
other processor (a sub-processor)
without the controller's prior written
authorisation, which may be spe‐
cific (named sub-processor) or
general. Under a general authori‐
sation the processor must tell the
controller in advance about any
planned addition or replacement so
that the controller has a real chance
to object.

28(3) CONTROLLER AND PROCESSOR Processing by a processor must
rest on a contract or other legal act
under EU or Member State law that
binds the processor to the con‐
troller and describes the process‐
ing: subject-matter, duration, na‐
ture, purpose, types of personal
data, categories of data subjects,
and the controller's rights and
obligations. The contract must con‐
tain at least the eight terms in
points (a) to (h).

28(3)(a) PROCESSOR The processor acts only on the
controller's documented instruc‐
tions, including on transfers to third
countries or international organisa‐
tions. The sole exception is a re‐
quirement of EU or Member State
law binding the processor; the pro‐
cessor must then tell the controller
before processing, unless that law
forbids it on important public-inter‐
est grounds.

GDPR ART ICLE  28  ·  CHAPTER IV  ·  SECT ION 1

Processor
GDPR requirement · Controller, Controller and processor, Processor WP-Art28
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Paragraph Applies to
What it requires (Srida IT
summary)

28(3)(b) PROCESSOR Everyone the processor authorises
to handle the data must be bound
to confidentiality, either by a signed
commitment or by a suitable statu‐
tory duty.

28(3)(c) PROCESSOR The processor takes every security
measure that Art. 32 requires. The
contract usually does this by at‐
taching a schedule of technical and
organisational measures (TOMs).

28(3)(d) PROCESSOR The processor respects the condi‐
tions in 28(2) and 28(4) for engaging
sub-processors (authorisation, no‐
tice of change, flow-down and con‐
tinuing liability).

28(3)(e) PROCESSOR Allowing for the nature of the pro‐
cessing and so far as possible, the
processor helps the controller,
through appropriate technical and
organisational measures, to answer
data subject requests under
Chapter III (Arts. 12–22).

28(3)(f) PROCESSOR Allowing for the nature of the pro‐
cessing and the information it
holds, the processor helps the con‐
troller meet Arts. 32–36: security,
breach notification to the authority
and to individuals, DPIAs and prior
consultation.

28(3)(g) PROCESSOR When the services end, the proces‐
sor deletes or returns all personal
data, as the controller chooses, and
deletes remaining copies, unless
EU or Member State law requires
the data to be kept.

28(3)(h) PROCESSOR The processor gives the controller
all information needed to show
compliance with Art. 28, and allows
and contributes to audits, includ‐
ing inspections, by the controller
or an auditor the controller
mandates.

28(3) second subparagraph PROCESSOR The processor must tell the con‐
troller straight away if it believes an
instruction breaches the GDPR or
other EU or Member State data
protection law. The text attaches
this duty to point (h).
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Paragraph Applies to
What it requires (Srida IT
summary)

28(4) PROCESSOR A processor that engages a sub-
processor must impose on it, by
contract or other legal act, the
same data protection obligations as
those in its own contract with the
controller, in particular sufficient
guarantees on technical and organ‐
isational measures. If the sub-pro‐
cessor fails, the initial processor
stays fully liable to the controller.

28(5) PROCESSOR Adherence to an approved code of
conduct (Art. 40) or approved certi‐
fication mechanism (Art. 42) can be
used as one element to show suffi‐
cient guarantees under 28(1) and
28(4).

28(6) CONTROLLER AND PROCESSOR The contract may be built wholly or
partly on standard contractual
clauses adopted under 28(7) or
28(8), including where those claus‐
es form part of a certification under
Arts. 42–43; parties remain free to
use an individual contract.

28(7) CONTROLLER AND PROCESSOR The Commission may adopt stan‐
dard contractual clauses covering
the matters in 28(3) and 28(4) (ex‐
amination procedure, Art. 93(2)).

28(8) CONTROLLER AND PROCESSOR A supervisory authority may adopt
such clauses through the consis‐
tency mechanism (Art. 63).

28(9) CONTROLLER AND PROCESSOR The contract or legal act under
28(3) and 28(4) must be in writing;
electronic form is acceptable.

28(10) PROCESSOR A processor that breaches the
GDPR by deciding the purposes
and means of processing is treated
as a controller for that processing,
without prejudice to liability, fines
and penalties under Arts. 82, 83
and 84.

B Recitals and Guidance
Key recitals

Recital 79, Recital 81, Recital 74, Recital 82

Guidance and case law

EDPB Guidelines 07/2020 on the concepts of controller and processor in the GDPR (Part II, Art. 28 contract content, sub-proces‐
sors and the processor-to-controller shift)
Commission Implementing Decision (EU) 2021/915 on standard contractual clauses between controllers and processors under
Art. 28(7)
Commission Implementing Decision (EU) 2021/914 on standard contractual clauses for transfers to third countries (Modules Two
and Three for controller-to-processor and processor-to-processor transfers)
EDPB Guidelines 3/2018 on the territorial scope of the GDPR (Art. 3), on when a non-EU processor is itself subject to the
Regulation
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C Administrative Fine Tier (Art. 83)
83(4)(a) — up to €10m or 2% of worldwide annual turnover, whichever is higher. Art. 83(4)(a) names the obligations of the controller
and the processor under Arts. 25 to 39, so both parties are directly exposed. Under 28(10) a processor that becomes a controller
can additionally face the 83(5) tier for infringements of, for example, Arts. 5, 6 or 44–49 in relation to that processing.

D Objective
To keep the controller in charge of processing it outsources. Art. 28 does this through three levers: careful selection of processors
that can prove sufficient guarantees, a written contract that fixes the scope of processing and imports a minimum set of GDPR pro‐
tections, and a chain of authorisation and flow-down so that the protections survive every hop down the supply chain. It also stops
a processor from quietly turning client data to its own ends by reclassifying it as a controller when it does.

E Interpretation
Two-sided duties. Art. 28 is often read as a controller's procurement rule, but several obligations sit squarely on the processor: no
sub-processing without authorisation (28(2)), flow-down and continuing liability (28(4)), written form (28(9)) and the controller reclas‐
sification in 28(10). Art. 83(4)(a) makes the processor's own Art. 28 failures fineable. The contract must be “binding on the processor
with regard to the controller”, so the GDPR requirement is a mutually executed instrument, not a policy the processor publishes.
EDPB guidance expects both parties to share responsibility for ensuring that a compliant contract exists. Srida IT practice treats an
unsigned or expired DPA as a failure by both the controller and the processor.

Specific content, not a copy of the article. Art. 28(3) requires the contract to describe the actual processing: subject-matter, dura‐
tion, nature and purpose, data types and data subject categories. A DPA that merely repeats points (a) to (h) with no processing an‐
nex does not let anyone tell what the processor is permitted to do. EDPB guidance indicates that restating the Regulation is not
enough and that the contract should say how each obligation will be met, for example through a TOMs schedule and a defined as‐
sistance procedure. Srida IT recommends one processing annex per service line or statement of work, kept under change control.

Documented instructions and the foreign-law trap. Under 28(3)(a) the processor may deviate from instructions only where EU or
Member State law requires it. Indian law is neither. A demand from an Indian authority, court or regulator (for example a production
order or a direction under the Information Technology Act, 2000 and the CERT-In Directions of April 2022) is therefore not a legal-re‐
quirement exception under Art. 28; it is a conflict to be managed under the transfer instrument (the government-access clauses of
the 2021 SCCs) and Art. 48. Instructions include the transfer decision: an Indian processor that moves EU client data to a US tool or
a Singapore data centre without a documented instruction breaches 28(3)(a) even if the security is excellent. Instructions may be
documented in the master agreement, statements of work, configuration baselines and authorised tickets; what matters is that they
are traceable and that the processor can show processing stayed inside them.

Sub-processors and flow-down. 28(2) offers a choice between specific and general written authorisation. General authorisation is
common in IT services because tooling changes often, but it only works if the processor gives advance notice of each addition or
replacement and the controller can genuinely object; a notice published on a web page that no one at the controller monitors is
weak evidence. The text does not fix a notice period or say what happens if the controller objects; contracts must fill that gap (Srida
IT suggests 30 days' notice and a termination or alternative-provider right). 28(4) requires the same data protection obligations to
be imposed on the sub-processor; EDPB guidance reads this as the same level of protection rather than identical wording. The
chain is recursive: a sub-processor's own sub-processors need the same treatment. Intra-group entities, such as the Indian delivery
centre of a European IT group, are sub-processors like any other and need authorisation and a flow-down contract.

Audits and inspections. 28(3)(h) gives the controller a right to information and to audits, explicitly including inspections, by itself or
a mandated auditor. Processors commonly offer ISO/IEC 27001 certificates or independent assurance reports instead of on-site au‐
dits. Srida IT's view is that such reports can satisfy most information requests and reasonable conditions on audits (notice, frequen‐
cy, confidentiality, cost) are acceptable, but a clause that removes the inspection right altogether, or makes it conditional on the pro‐
cessor's consent, is not consistent with the text. The duty to flag infringing instructions sits, oddly, after point (h); practitioners treat
it as a free-standing processor obligation.

Processor turned controller. 28(10) bites when a processor decides why and how data are processed for its own ends: an Indian
contact centre that uses an EU client's call recordings to train its own speech-analytics model, a SaaS vendor that pools tenant
data to benchmark or sell insight, or an analytics firm that reuses client data to build marketing segments. For that processing the
processor becomes a controller and needs its own lawful basis, transparency and rights handling, which it almost never has. EDPB
guidance distinguishes decisions on essential means (which data, how long, who gets access) reserved to the controller from non-
essential technical means (hardware, software choices) that a processor may make without becoming a controller.
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F India Lens

Art. 28 is the single most important GDPR article for Indian IT, ITeS and BPO firms, because their typical role for EU clients is
that of processor or sub-processor. Whether the GDPR applies to the Indian firm directly depends on the factual test in Art. 3:
an EU establishment (Art. 3(1)), or processing related to offering goods or services to, or monitoring, people in the EU (Art. 3(2)).
EDPB guidance on territorial scope suggests that a non-EU processor is not brought within the GDPR merely because it serves
an EU controller; even so, Art. 28 reaches it contractually, because the EU controller must impose the 28(3) terms and, since
India has no EU adequacy decision, must also put a Chapter V transfer tool in place, usually the 2021 SCCs Module Two (con‐
troller to processor) or Module Three (processor to processor) with a transfer impact assessment. Indian subsidiaries of EU
groups acting as captive delivery centres are sub-processors of the group entities and need intra-group DPAs and authorisa‐
tion. In practice an Indian processor should: keep a client-by-client register of DPAs and instructions; publish and maintain an
accurate sub-processor list with a change-notification workflow; flow down obligations to every Indian and overseas vendor
that touches client data; map Indian-law obligations (CERT-In incident reporting and log retention, DPDP Rules log retention,
court orders) that could conflict with instructions and disclose them to clients before signing; and police secondary use of client
data to stay out of 28(10).

G DPDP Act Crosswalk
DPDP Act s.8(2) — a Data Fiduciary may engage a Data Processor only under a valid contract, which parallels 28(3). Difference:
the Act does not list mandatory contract terms like 28(3)(a)–(h), does not regulate sub-processing and has no equivalent of the
28(10) reclassification; the content is left to the parties and to the Rules.
DPDP Act s.8(1) and s.8(5) with DPDP Rules r.6(1)(f) — the Data Fiduciary remains responsible for processing done on its behalf,
must take reasonable security safeguards covering its Data Processor, and r.6(1)(f) requires the fiduciary–processor contract to
provide for such safeguards. Difference: under the GDPR the processor carries its own fineable duties (Art. 83(4)(a)); the DPDP
Act places obligations chiefly on the Data Fiduciary. Most Rules obligations, including r.6, apply from 13 May 2027.
DPDP Act s.8(7)(b) and Rules r.8(3) — the fiduciary must cause its processor to erase data when the purpose ends, but r.8(3) also
requires personal data, traffic data and processing logs to be retained for at least one year, including for processing by a proces‐
sor. Difference: 28(3)(g) lets the controller choose deletion or return at the end of service and only Union or Member State law can
override; an Indian processor serving both regimes must segregate DPDP-scope and GDPR-scope data and settle retention in
the contract.
DPDP Act s.17(1)(d) — processing in India of personal data of Data Principals outside India, under a contract with a person out‐
side India, is exempt from most of Chapter II (except s.8(1) and s.8(5)), Chapter III and s.16. Difference: this exemption does
nothing to relieve an Indian processor of its Art. 28 contractual obligations to EU clients; mapping is not compliance, and the
GDPR terms continue to apply through the contract and SCCs.

Indicative comparison only; complying with one law does not by itself establish compliance with the other.

H Applicability
Applies whenever a controller subject to the GDPR has personal data processed on its behalf by another person, and to every sub‐
sequent link in the processing chain. There is no size threshold and no exemption for intra-group processing, free services or cloud
services offered on standard terms. Art. 28 does not apply where the service provider is itself a controller (for example a statutory
auditor, a bank processing payments for its own purposes, or a recruitment agency acting for itself) or where two parties jointly de‐
cide purposes and means (Art. 26). Characterisation is factual: a contract labelling a party as a processor does not settle the matter
if it in fact decides purposes. For non-EU processors, direct application depends on Art. 3; contractual application through the con‐
troller's 28(3) terms and Chapter V transfer tools is near universal.

I Implementation Guidance
1. Characterise every relationship. For each vendor or client, record whether the party is a controller, joint controller, processor or

sub-processor, and the facts supporting the call (who sets purposes, who decides essential means). Re-test when services
change.

2. Due diligence before onboarding (28(1), 28(5)). Use a risk-tiered questionnaire covering security (Art. 32), sub-processors, lo‐
cations and transfers, breach handling, rights assistance, staff vetting, certifications and codes. Record the decision and residual
risk; refresh annually for high-risk processors.

3. Standard DPA with a processing annex (28(3), 28(9)). Adopt a template that covers (a)–(h) and the infringing-instruction duty,
with annexes for processing details, TOMs, approved sub-processors and transfer mechanism. The 2021/915 clauses may be
used as a base. Execute before any data flows; store signed copies centrally.

4. Instruction management (28(3)(a)). Define authorised instruction channels and approvers on both sides. Processors keep an in‐
struction register linked to change tickets, and a procedure to escalate instructions believed to infringe data protection law.
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