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CHAPTER 1

Introduction to ISO/IEC 27001:2022

ISO/IEC 27001 is the international standard that specifies requirements for establishing, implementing, maintaining and continually im-
proving an information security management system (ISMS). It is published jointly by the International Organization for Standardization
(ISO) and the International Electrotechnical Commission (IEC), and developed by Joint Technical Committee ISO/IEC JTC 1,
Subcommittee SC 27 (Information security, cybersecurity and privacy protection). It is the only standard in the ISO/IEC 27000 family
against which an organisation can be independently certified for its ISMS.

This chapter explains what the standard is for, summarises how the 2022 edition differs from its 2013 predecessor, records the 2024 cli-
mate action amendment and the transition arrangements, and sets out the purpose and intended audience of this manual.

1.1 Purpose of the standard

The standard does not prescribe a particular set of technologies or a fixed list of controls that every organisation must deploy. Instead, it
defines a management system: a coordinated set of policies, processes, roles, records and decision points through which an organisa-
tion understands its information security risks and decides, in a disciplined and repeatable way, how to treat them. Its central premise is
that security outcomes are more durable when they are governed by management processes than when they depend on individual effort
or one-off projects.

In practical terms, an ISMS conforming to ISO/IEC 27001 enables an organisation to:

¢ define the boundaries of what it is protecting and why, taking account of its internal and external context and the expectations of in-
terested parties;

e assess information security risks against criteria approved by management, and select treatments that are proportionate to those
risks;

e compare its selected controls against a reference set (Annex A) so that no relevant control is overlooked, and record the outcome in a
Statement of Applicability;

¢ allocate resources, competence and accountability for security, and communicate expectations to staff and suppliers;

e operate, monitor and measure the system, audit it internally and review it at top management level; and

e correct nonconformities and improve the system continually.

The standard is deliberately generic. It applies to organisations of any size, sector or legal form, including commercial companies, public
bodies, not-for-profit organisations and service providers that process information on behalf of others. The same requirements apply to a
40-person software studio and to a multinational bank; what differs is the scale, formality and complexity of the processes each organi-
sation builds to meet them.

Why organisations adopt it
Organisations typically adopt ISO/IEC 27001 for one or more of the following reasons:

e Customer and contractual assurance. Enterprise customers, particularly in financial services, healthcare, government and technol-
ogy outsourcing, frequently request evidence of an independently certified ISMS during supplier due diligence.

¢ Regulatory alignment. Although ISO/IEC 27001 certification is rarely mandated by law, a functioning ISMS provides a structured ba-
sis for meeting legal obligations such as those in India's Digital Personal Data Protection Act, 2023, the Information Technology Act,
2000 and associated rules and directions, or the EU General Data Protection Regulation.

¢ Governance and accountability. Boards and executive committees use the ISMS to obtain regular, structured visibility of security
risk and performance.

¢ Operational discipline. The management system disciplines (risk assessment, internal audit, corrective action) reduce reliance on in-
formal practice and key individuals.

Requirement versus control.

ISO/IEC 27001 Clauses 4 to 10 are requirements that an organisation must meet to claim conformity. The controls in Annex A are a refer-
ence list against which the organisation compares the controls it has determined as necessary through risk treatment. An Annex A control
becomes an obligation for a particular organisation only when that organisation selects it and records it as applicable in its Statement of
Applicability. This distinction runs through the entire manual.

1.2 Evolution of the standard

ISO/IEC 27001 traces its lineage to British Standard BS 7799. Part 1 of that standard (a code of practice for controls) became ISO/IEC
17799 and was later renumbered ISO/IEC 27002. Part 2 (the management system specification) became ISO/IEC 27001:2005. The sec-
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ond edition, ISO/IEC 27001:2013, aligned the standard with the common high-level structure then used for ISO management system
standards (Annex SL). The third edition, ISO/IEC 27001:2022, was published in October 2022 [Verify exact publication date], following
publication of the revised control guidance in ISO/IEC 27002:2022 earlier the same year.

Table 1-1. Principal editions of ISO/IEC 27001

Edition Key characteristics

ISO/IEC 27001:2005 First international edition derived from BS 7799-2; explicit Plan-Do-Check-Act model; Annex A of 133 controls in 11
domains.

ISO/IEC 27001:2013 Adopted the Annex SL high-level structure; risk assessment no longer tied to an asset-based method; Annex A of

114 controls in 14 domains (A.5 to A.18).

ISO/IEC 27001:2022 Adopted the Harmonized Structure; modest changes to Clauses 4 to 10; Annex A aligned with ISO/IEC 27002:2022

(93 controls in 4 themes).

ISO/IEC 27001:2022/Amd
1:2024

Climate action changes to Clauses 4.1 and 4.2, applied across ISO management system standards.

1.3 What changed in the 2022 revision

The 2022 revision is best understood as two distinct sets of changes: relatively light-touch changes to the management system clauses,
and a substantial restructuring of Annex A driven by the new edition of ISO/IEC 27002. The full title of the standard also changed to in-
clude the words "information security, cybersecurity and privacy protection”, reflecting the renamed subcommittee.

Changes to the management system clauses (Clauses 4 to 10)

The clauses were aligned with the Harmonized Structure (HS) for ISO management system standards, the successor to Annex SL. The
changes were mostly clarifications, but several have practical consequences for implementation and audit. They are summarised below
in Srida IT's own words; the licensed standard remains the authoritative source.

Table 1-2. Summary of principal clause-level changes, 2013 to 2022

Clause Nature of change Practical implication

4.2 Adds an explicit step of determining which interested-party require-
ments will be addressed through the ISMS.

The interested-parties register should show not only require-
ments but a decision on which are in scope of the ISMS.

4.4 Wording now refers to the processes needed and their interactions, in
line with the HS.

Organisations are expected to identify ISMS processes and how
they connect, not merely produce documents. A process map or
process inventory is useful evidence.

53 Clarifies that roles and responsibilities are communicated within the Evidence of communication (not just definition) of roles is

organisation. expected.

6.2 Objectives must be monitored, and documented information on them
must be available.

Objectives need owners, measures and a monitoring record.

6.3 New clause on planning of changes to the ISMS. Changes to the ISMS itself (scope, structure, key processes)
should be planned and controlled, not made ad hoc.

7.4 The item on the processes by which communication is effected was Communication plans should state method or channel.
simplified to how to communicate.

8.1 Adds establishing criteria for processes and implementing control of Outsourced and cloud-delivered processes must be controlled
processes in accordance with those criteria; refers to externally pro- as part of operational planning, linking Clause 8.1 to the supplier
vided processes, products or services relevant to the ISMS. controls in A.5.19 to A.5.28.

9.1 Notes that methods should produce comparable and reproducible Metrics should be defined consistently so that trends are
results. meaningful.

9.2 Split into 9.2.1 General and 9.2.2 Internal audit programme. Structural; requirements largely unchanged.

9.3 Split into 9.3.1, 9.3.2 and 9.3.3; adds an input on changes in the needs Management review agendas and minutes should cover the new
and expectations of interested parties. input.

10 Order of 10.1 and 10.2 reversed (continual improvement first). Structural only.

Audit focus after transition.

In Srida IT's experience, the clause changes most often found weakly implemented after transition are 6.3 (changes made to the ISMS
without any recorded planning), 8.1 (outsourced processes not identified or controlled) and 9.3 (management review minutes not evidenc-
ing the new interested-party input). Part Il gives specific testing procedures for each.
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CONTROL A.5.15

Access control

Annex A reference control - applicability per risk treatment & SoA EE"-¥.CET

n Control Identification

Attribute Detail

Control identifier A5.15

Control title Access control

Control theme A.5 Organizational controls

Control purpose To set the rules that decide who and what may reach information and systems, so that access is

granted on business need and nothing more.

ISO/IEC 27002:2022 reference ISO/IEC 27002:2022, 5.15

Control typef Preventive

Security properties’ Confidentiality, Integrity, Availability

Cybersecurity concepts' Protect

Relevant risks e Unauthorised access to information because access rules are undefined or inconsistently
applied.

e Excessive privileges accumulated over time leading to fraud, error or larger breach impact.

e Segregation of duties conflicts enabling a single person to initiate and approve sensitive
transactions.

o Default-allow configurations exposing systems to users and services that have no need for them.

e Inconsistent rules across on-premises, SaaS and cloud platforms creating blind spots.

T 1SO/IEC 27002:2022 attribute values as understood by Srida IT; verify against the licensed standard.

CONTROL UNDERSTANDING

a Control Objective and Intended Outcome

A documented, risk-based access control policy defines the principles, models and responsibilities for logical and physical access, and
those rules are translated into role definitions and system configurations that are consistently enforced across the scope.

a Control Description

This control is the policy layer for the access control family. Controls A.5.16 (identity management), A.5.17 (authentication information),
A.5.18 (access rights), A.8.2 (privileged access rights), A.8.3 (information access restriction) and A.8.5 (secure authentication) implement
it. Srida IT recommends a topic-specific access control policy that sets out: the principles of need-to-know and least privilege; default-
deny; the access model (role-based, attribute-based or a combination); segregation of duties rules; how access is requested, approved,
provisioned, reviewed and removed; treatment of privileged, emergency, service and third-party access; and how physical and logical
access rules align. The policy should be supported by role catalogues or access matrices for key applications, showing which roles ex-
ist, what entitlements each role carries and which role combinations are prohibited.

@ Business and Security Rationale

Without agreed rules, access decisions are made one request at a time by administrators who lack business context, leading to privilege
creep and inconsistent protection. A clear policy and role model make access predictable, auditable and scalable, and allow access re-
views to test against a defined baseline rather than opinion.

B Threat Scenarios Addressed
¢ A finance clerk retains vendor-master edit rights from a previous role and creates a fictitious supplier.

¢ A developer with standing production database access exfiltrates customer data.
¢ A newly deployed SaaS application is opened to all employees by default and exposes HR records.

Attackers using a compromised account move laterally because network and application access is not segmented by role.

A contractor retains broad file share permissions after the engagement ends.
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IMPLEMENTATION

a Applicability and Scoping

Applicable to all organisations; exclusion from the SoA cannot reasonably be justified, since every ISMS must govern who can access
information. Scope should cover all in-scope applications, infrastructure, cloud tenancies, SaaS services and physical areas, and all user
populations including employees, contractors, suppliers, service accounts and machine identities.

Implementation Guidance

1. Draft an access control policy approved by management covering principles, access models, SoD, lifecycle, privileged and emer-
gency access, remote access, third-party access and review frequency.

2. Identify in-scope applications and platforms and rank them by criticality and sensitivity to prioritise role design.

3. For each critical application, produce an access matrix or role catalogue mapping job roles to entitlements, with a named application
owner.

4. Define a segregation of duties ruleset for key business processes (procure-to-pay, order-to-cash, payroll, change deployment) and

identify conflicting entitlement pairs.

. Configure systems to default-deny and use groups or roles rather than direct user assignments wherever the platform allows.

. Align physical access zones with logical roles so that, for example, data centre access is restricted to infrastructure roles.

. Integrate the policy with the identity governance or IAM platform so that role definitions drive provisioning and review campaigns.

. Define and document exceptions handling, including time-bound approval and compensating controls.

© 00 N O O

. Review the policy at least annually and after significant organisational or technology change.

a Roles and Responsibilities

Role Responsibility

Top management / CISO Approves the access control policy and risk acceptance for exceptions.

Application and system owners Define roles and entitlements, approve access and own SoD rules for their systems.

IAM team Implements the role model in identity platforms and maintains the access matrix tooling.

Line managers Request access for their staff consistent with job role and need-to-know.

Internal audit / second line Independently tests SoD and policy compliance.

n Recommended Documented Information

e Access control policy (topic-specific policy)

¢ Role catalogues or access matrices for critical applications
e Segregation of duties ruleset and conflict register

e Access control exception register

e Physical access zone definitions mapped to roles

ASSESSMENT AND TESTING
m Audit Testing Procedures

Recommended Srida IT testing methodology; not prescribed by ISO/IEC 27001 or ISO/IEC 27002.
Table 15-16. Audit testing procedures, Control A.5.15

Test ID Method Testing procedure Result
TP-A.5.15-01 EXAMINE Examine the access control policy and verify that it is approved, current and ad- Oin place
dresses need-to-know, least privilege, default-deny, access models, segregation of g::of‘;cs‘:: eObS'
duties, privileged, emergency, third-party and service access, and review frequency. OnA
TP-A.5.15-02 EXAMINE Examine access matrices or role catalogues for a sample of critical applications and Oin place
verify that each role has a defined set of entitlements, a named owner and is linked g": Ft"_ace“”/ e
ot In place
to job functions. OnA
TP-A.5.15-03 EXAMINE Examine the segregation of duties ruleset and verify that conflicts are defined for key O in place
. e . O n place w/ obs.
business processes and that a mitigating control is documented for each accepted DI Not in place
I
conflict. O A
TP-A.5.15-04 INSPECT Inspect user-to-entitlement exports from a sample of critical applications and verify OJin place
. . . - [ In place w/ obs.
that access is granted through roles or groups and that direct assignments are limit- L1 Not in place
ed and justified. OnNA
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Test ID Method Testing procedure Result
TP-A.5.15-05 RE- Run the SoD ruleset against current user entitlement exports for in-scope financial O in place
PERFORM and operational systems and verify that no unmitigated conflicts exist. Elin place w/ obs.
I Not in place
OnvA
TP-A.5.15-06 SAMPLE Select a sample of users across job roles and compare their actual entitlements to Oin place
the access matrix for their role, and verify that any excess entitlement is approved S::O?‘;Cs‘::e‘)bs'
and documented. OnNA
TP-A.5.15-07 SAMPLE Select a sample of entries from the access control exception register and verify that Oin place
. e . . [ in place w/ obs.
each has a business justification, an expiry date, compensating controls and an ap- Dot in ol
ot In place
prover of appropriate authority. CNA
TP-A.5.15-08 INTERVIEW Interview application owners and verify that they understand their responsibility for O in place

) o o In pl .
role design, approvals and SoD in their applications. Dl fztse v ol
I Not in place

OnNA
) sampling Guidance

Select 3-5 critical applications (for example ERP, core banking or production cloud tenancy, HR system, customer database) for role de-
sign testing. For role-to-entitlement comparison, sample 25-40 users across those applications weighted to sensitive roles. Run SoD
analysis on the full population where data allows rather than sampling. For exceptions, test all if fewer than 25, otherwise 25.

B Interview Questions

Interviewee Question

CISO How does the access control policy decide between role-based and attribute-based access, and where is
each used?

ERP application owner Which role combinations are prohibited in your system and how would you know if someone held both?

IAM lead What proportion of entitlements are assigned directly to users rather than through roles or groups?

Line manager How do you decide what access to request for a new team member?

m Technical Verification

e Export Active Directory / Entra ID group memberships and compare to role definitions.

e Run SoD conflict analysis (for example via ERP GRC module, IGA tool or scripted comparison) on full entitlement datasets.

e Query cloud IAM for policies granting wildcard actions or resources (for example Action:* or roles/owner at organisation level).
¢ Check SaaS admin consoles for default sharing and default access settings.

e Compare physical access card groups with logical infrastructure roles.

) Expected Audit Evidence

e Approved access control policy with review history
¢ Role catalogues or access matrices

e SoD ruleset and conflict analysis output

e Entitlement exports from sampled systems

e Exception register with approvals

¢ Interview notes with application owners

m Evaluation Criteria

Effective Partially effective Ineffective
« Policy is comprehensive and approved; role « Policy exists but role definitions are missing « No access control policy, or policy not re-
models exist for critical systems and are for some critical systems. flected in system configuration.
used to provision access. « SoD rules defined but not periodically tested. « Widespread direct assignments and unmiti-
« SoD conflicts are defined, monitored and ei- gated SoD conflicts.

ther resolved or formally mitigated.

« Sampled users' access is consistent with
their roles.

D Common Gaps and Nonconformities
e Policy is generic and not supported by any role definitions.
e SoD considered only for finance systems, not for IT change and deployment.
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e Example nonconformity: The access control policy requires access to be granted on least privilege. In the cloud production account,
14 of 22 engineering users hold the AdministratorAccess policy with no documented justification; the role catalogue defines only two

administrative roles.
e Exceptions granted without expiry and never revisited.
e Third-party and service account access not addressed in the policy.

Remediation Guidance

¢ Develop role catalogues for critical applications with owners and SoD rules.
¢ Migrate direct assignments to role or group-based access.

¢ Introduce automated SoD detection through the IGA platform or scheduled scripts.

e Add expiry and periodic re-approval to all access exceptions.
e Extend the policy to cover service, machine and third-party identities explicitly.

m Monitoring Metrics
e Percentage of critical applications with an approved role catalogue
e Number of unmitigated SoD conflicts

¢ Percentage of entitlements assigned via roles or groups
e Number of expired, unremediated access exceptions

m Control Maturity Indicators

Initial Defined Managed

Access granted ad hoc on request; Policy approved and roles defined Roles defined for all critical systems,

no written policy. for some systems; SoD considered provisioned through 1AM, SoD moni-
informally. tored and exceptions time-bound.

B Related Clauses and Controls
¢ A.5.16 Identity management

e A.5.18 Access rights

¢ A.5.3 Segregation of duties

e A.8.2 Privileged access rights

¢ A.8.3 Information access restriction
e A.7.2 Physical entry

m Implementation Example

report reviewed by the finance controller.

B2 Auditor Workpaper Reference
WP-A5.15: use the workpaper template in Appendix F.
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Optimised

Policy-as-code and attribute-based
conditions applied consistently, with
continuous entitlement analytics de-
tecting drift.

A 600-employee fintech defined an access control policy built on role-based access for business applications and attribute-based
conditions (device compliance, location) for its cloud console. It produced role catalogues for its lending platform, ERP and AWS or-
ganisation, each owned by the relevant head of function. An SoD ruleset of 28 conflict pairs was loaded into its identity governance
tool, which flagged two existing conflicts in loan disbursement; one was resolved and one accepted with a weekly maker-checker
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CONTROL A.5.16

Identity management

Annex A reference control - applicability per risk treatment & SoA EE-¥.CE[]

n Control Identification

Attribute Detail

Control identifier A5.16

Control title Identity management

Control theme A.5 Organizational controls

Control purpose To ensure every person and system that accesses the organisation's resources has a unique, ac-

countable identity that is managed from creation to removal.

ISO/IEC 27002:2022 reference ISO/IEC 27002:2022, 5.16

Control typef Preventive

Security properties’ Confidentiality, Integrity, Availability

Cybersecurity concepts' Protect

Relevant risks « Shared or generic accounts that make actions untraceable to an individual.

e Orphaned accounts left active after a person leaves or a system is decommissioned.
o Duplicate identities for the same person across directories, creating unmanaged access.

e Service accounts and machine identities created without an owner, often with high privilege and
non-expiring credentials.

o |dentities created without verification, enabling impostors or fictitious users.
T ISO/IEC 27002:2022 attribute values as understood by Srida IT; verify against the licensed standard.

CONTROL UNDERSTANDING

a Control Objective and Intended Outcome
Each human, service and machine identity in scope is unique, linked to an accountable owner and an authoritative source, verified be-

fore creation, and disabled or removed promptly when no longer needed, with shared identities permitted only by documented
exception.

a Control Description

Identity management covers the full lifecycle of identities, distinct from the rights attached to them (A.5.18). Srida IT recommends that
the HR system be the authoritative source for employee identities and a contractor or vendor register be the source for non-employees,
feeding the central directory (for example Active Directory, Entra ID, Okta) through automated provisioning. Each identity should carry at-
tributes such as unique ID, manager, department, employment type and end date. Non-human identities (service accounts, API keys
bound to applications, workload identities, bots and RPA users) require an owner, purpose, and periodic attestation. Shared accounts
should be avoided; where unavoidable (for example a break-glass account or a legacy system), they need explicit approval, credential
vaulting and logging that attributes use to an individual.

n Business and Security Rationale

Every other access control depends on knowing who is acting. Unique, well-governed identities make accountability, logging, access re-
view and incident investigation possible, and timely deprovisioning removes one of the most common routes for unauthorised access.

a Threat Scenarios Addressed

¢ A former employee logs in to a SaaS tool weeks after leaving because the account was not federated to the directory.
e Attackers compromise a dormant service account with a non-expiring password and domain admin rights.
e A shared 'admin' account on a firewall is used to make an unauthorised change that cannot be attributed.

A fictitious contractor identity is created to obtain system access.

Duplicate accounts for the same user evade quarterly access reviews.
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